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Introduction.

“Enterprises are gaining experience with cloud, which has led to slight decreases in perceived cloud challenges. Howe-
ver, due to the growing number of workloads in the cloud and the development of hybrid and multi-cloud strategies, 
enterprises still face severe challenges around security, managing cloud spend and governance”

State of the Cloud Report – Flexera - 2020

This whitepaper is a practical framework to help organizations improve on the governance, security and cloud spend of 
their Azure cloud. As stated by the “State Of The Cloud Report 2020” by Flexera security, governance and cloud spend 
are considered the toughest challenges for Enterprise and Small/Medium businesses. 

The “Azure Governance Framework” is a compilation of best practices learned from years of experience using Azure at 
Enterprise organizations. The pieces together make a framework of best practices that have proven to work and improve 
on security, cloud spend and governance, and we believe that they can be benefi cial to a wide variety of organizations.

We encourage you the use these best practices and share them within your organizations and communities under the 
terms of this Creative Commons Attribution 4.0 International License.  You are free to share and make commercial use of 
this work as long as you attribute “Cloud Republic 2020 Azure Governance Framework” in the terms of the license.

Together we can create a better world where the public cloud can be a true enabler for a lot of organizations. With this 
framework we hope that you will make effective use of the cloud in a managed and secure way. Sharing information and 
best practices is one of the core values we stand for at Cloud Republic.
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1. Subscriptions
Governance starts with getting a grip on your Azure subscriptions. Creating 

an Azure tenant can be done in various ways and it’s very important to pick the 

right way.

 

If you choose to create an Azure subscription directly via Microsoft,  

then you have two options. Either the Pay-As-You-Go account type or an  

Enterprise Agreement. If your organization is a large enterprise organization  

or you are planning to consume a lot of Azure resources and want to divide 

them into multiple subscriptions, then you will probably need an Enterprise 

agreement. If you are a startup or small medium business, you can start with 

a Pay-As-You-Go subscription.

The alternative is to get an Azure subscription through either a direct  

or indirect Microsoft partner. These partners are the so-called Cloud  

Solution Providers. The CSP’s will get a kick back fee for your Azure  

consumption making it an interesting option for them to help you with  

your Azure needs. In return Microsoft expects that CSP’s will give a first  

line of support to their customers. Typically, CSPs manage the Azure  

and Office 365 tenants for companies.

A common mistake is to create one subscription for the entire organization. 

Even if you are a small startup it’s considered a best practice to split the pro-

duction environment from development, test and acceptance environments. 

The main reasons to split production from dev, test and acc are security and 

costs related. With a split in subscriptions you can easier split the role-based 

access control (more on that later) for dev, test, acc and production. Second, 

if dev, test and acc are in separate subscriptions you can select a dev/test 

offer on that subscription. Microsoft will then give you discounts on certain 

Azure resources in return of a lower SLA level. So, you can’t run production 

workloads on Dev/Test subscription but in return you will get the following 

benefits on your Dev/Test subscription:

• Discounted rates on Azure to support your ongoing development  

and testing.

• No Microsoft software charges on Virtual Machines

• Significant dev/test pricing discounts on a variety of  

other Azure services.

• Access to Windows 10 Virtual Machines and Windows Virtual  

Desktop service.

Microsoft

Your organization

Direct partner

Pay-as-you-go Enterprise  
agreement CSP CSP

Indirect provider

Reseller

Dev Tst Acc Prd

PrdDev, Tst, Acc

 

Azure account types

 

Azure subscriptions; dev, test, acceptance & production. 



Management groups and subscriptions

If you are in an enterprise type of organization, you can also use the Enter-

prise Agreement portal to create a hierarchy in your Azure subscriptions. 

With departments, one can organize its organization into several domains. 

Within those domains one can create dev, test, acceptance and productions 

subscriptions. It’s up to organizations to decide whether dev, test and accep-

tance can be combined or should be split up.

It’s considered a best practice to apply a domain hierarchy to one’s Azure 

Enterprise agreement. This hierarchy splits up an organization into multiple 

domains, such as functional, business division or geographical domains. 

These domains can be used to for instance apply governance policies and 

control role-based access control. More on those later.

Rules of thumb
Account type
1. Only if you are a small company or start-up 

use a Pay-As-You-Go subscription.

2. Use CSP subscriptions if you need a third party 

to help you with 1st line of support questions.

3. Use an Enterprise Agreement if your organization is larger in size and 

want to negotiate with Microsoft regarding Azure prices.

Subscriptions
1. Use the Enterprise Agreement portal to create a logical separation 

in your Azure subscriptions through the use of management groups.

2. Apply role-based access control (RBAC) at management group level 

to restrict access to certain subscriptions.

Create separate subscriptions for development, test, acceptance 

and production workloads.



Property Example Abbreviation

Environment Production p

Company Cloud Republic B.V. clr

Business Unit Development dev

Application Customer Portal csp

Resource Type Resource Group rg

Region West Europe weu

Suffi x 001 001

p-clr-dev-csp-rg-weu-001

Environment

Company Region

Application

Resource 
Type

Business
unit

Suf fi x

2. Naming Conventions
It sounds evident but it’s certainly not, applying transparent and clear 

naming conventions is often forgotten or poorly implemented. Especially 

when there is no central organ within an organization that sees to it that the 

conventions are correctly applied. The importance of naming conventions 

can’t be overestimated. Without them Azure subscriptions quickly become a 

mess of unrelated, unregulatable resources.

It’s very important that the naming conventions are consistently applied 

throughout the various Azure subscriptions. Infrastructure as Code (IaC) 

code, such as ARM templates or Azure CLI commands, are often paramete-

rized based on these conventions. It helps to reuse code and make fewer 

mistakes.

A naming convention is often a composition of properties that describe the 

Azure resource. For example:

env-company-businessunit-application-resourcetype-region-suffi x

The convention is made up out of several critical properties, some of which 

are naming conventions proposed by the Microsoft documentation.

Applying the same naming conventions throughout an organization can be 

very useful. Organizations often end up building tooling to automate deve-

lopment processes and workfl ows. Without a consistent and clear naming 

convention this can become diffi cult. Secondly, having a consistent and clear 

naming convention can help to reduce security issues. For operations it must 

be clear if the resource is a production one and whether it’s vital to one’s 

organization. With the right naming it’s easier to categorize resources.



7 general tips 
for composing 
a naming convention
1.  Start with the environment property because it’s often the 

only parameterized property. This reduces the need for string 

concatenation within IaC code.

2. Use a maximum of three- or four-letter abbreviations consistently 

throughout all properties.

3. Use the resource abbreviations proposed by Microsoft.

4. Add a (numeric) suffi x because it may occur that a resource name 

is locked for a signifi cant amount of time when its deleted. 

This allows you to easily change the resource name without 

violating your naming convention.

5. Use lower cases characters, there are some restrictions.

6. Avoid the use of special characters, use alphanumeric characters only. 

You can use hyphens (-) to separate abbreviations.

7. Try to make sure your naming convention generates globally unique 

resource names. Some resources, such as PaaS services with public 

endpoints or virtual machine DNS labels, have global scopes, which 

means that their name must be unique across the entire Azure platform.



3. Blueprints / Policies
There are several ways to create Azure resources, namely through the 

Azure portal, ARM templates, Azure CLI or via PowerShell. In all cases it 

is very important that Azure resources are created in a controlled manner. 

We often see organizations struggling with compliance and governance, 

especially when an organization wants to get back in control after a period 

of experimenting and starting.

It’s very important to adopt the major DevOps practices to truly get back 

in control. Some practices that really relate to governance are the following.

1. Source control

2. Continuous integration

3. Continuous delivery

4. Infrastructure as Code

5. Monitoring and logging

These practices all point to a set of underlying principles, namely: 

traceability, accountability and the least access principle.



Traceability and accountability

With source control, organizations can easily collaborate on code with  

the use of source control systems like GIT. The source control systems are 

often part of DevOps platforms like Azure DevOps and Github, providing 

users with rich user experiences and tooling to collaboratively work on code, 

review each other’s work and manage different versions of the code. 

With continuous integration (CI), organizations can continuously check  

the status of their code. Does the latest change negatively or positively 

impact the quality of the code? With static code analysis and automated 

testing, for instance unit testing, the quality of the code can be made  

deterministic. Did the unit test code coverage increase or decrease with  

the latest change? And did we have more or fewer compiler warnings? 

With continuous delivery (CD), organizations can continuously deploy  

their artifacts to a testing environment. Keeping the feedback loop as short 

as possible boosts the quality of an Agile development cycle. It enables  

testers to test a developers work earlier and it enables product owners  

and stakeholders to provide feedback earlier. Lastly, setting up a delivery 

pipeline to for instance Azure reduces the amount of deployment mistakes. 

Once the delivery pipeline is set up it should also work for production. 

With infrastructure as code (IaC), organizations can make sure that  

the created resources in Azure are consistent and reliable. IaC enables  

developers to specify the infrastructure needed for their applications  

in code. This can be through templates like JSON ARM templates,  

or through scripts like Azure CLI or PowerShell. It is also possible to  

use cloud independent tools like Terraform, Ansible or Pulumi

In all cases, automation accounts are used to create or update resources 

in Azure. Secondly, within your DevOps platform, like Azure DevOps, you 

can make sure that this IaC code is reviewed by at least 2 people and use 

Continuous Delivery pipelines to execute the IaC code against your Azure 

subscriptions. 

With monitoring and logging, organizations can get continuous feedback 

on the health, performance and reliability of their applications. With a good 

governance framework in place organizations will use the monitoring dash-

boards as a primary source of information for their production applications. 

When RBAC is taking care of, developers are typically not authorized to look 

directly at production resources. More on that in the least access principle.

Typical Azure DevOps pipeline 



Least access principle

One very important principle which is truly going to impact your  

business, both in a developer’s mindset way but also in a procedural 

way, is the least access principle. Basically, it comes down to the fact  

that no developer has access to read or modify production related  

resources. Developers should use monitoring and logging to get  

a sense of how stable their production applications are running.  

With this measure we address something very important, namely:  

GPDR law and unintended production disruptions. 

When Developers can not touch production and are obligated to work 

through the CI/CD pipelines and use monitoring, then they are going  

to think differently. Initially, they might slow down but eventually they 

will improve on testing, monitoring and logging to get insights into their 

applications. You do not want your developers to run blind and therefore 

implementing this measure requires true care. The first step towards  

adhering to this principle is to remove the write rights. This already  

forces the developer to fix issues through the CI/CD pipeline

Temporary access via Privileged  
Identity Management

Of course a production issue may occur that forces developers to have  

a look into the Azure resources manually. Ideally this is not what you want 

since how do you know they don’t introduce other issues or unintended 

side effects. How do you know that they do not get access data privacy 

related data and so on? However sometimes it’s necessary, especially 

when the logging isn’t sufficient. 

Azure Active Directory has a great feature for this scenario, it is called  

Privileged Identity Management, or PIM. With PIM, administrators  

can give just-in-time role assignments to DevOps-engineers. The role  

assignments can be time-bound so that the role assignments will be  

revoked after a given period of time. Secondly, a very important feature 

for GPDR and the Dutch AVG privacy laws is the audit history. An admin 

can download an audit history for the temporary elevated privileges,  

this can be needed for audits regarding privacy and security.



Azure Policy 

So, once you’ve set up the DevOps practices you can apply Azure 

policies and blueprints to further secure your Azure environment and ensure 

compliance. Policies are a set of rules to which a scope, for example, 

an Azure resource group, has to comply. Think about tagging your Azure 

resources with cost center tags or perhaps you want to enable SSL/TLS 

for all web traffi c and disable plain unencrypted traffi c. You can enforce 

this with Azure Policy.

Policies are applied to a scope, for example a subscription or a set of 

resource groups. Once a set of policies are assigned to a scope you can 

check the compliance. A policy can sometimes be remediated automatically, 

this can also be done from the Azure policy overview.

Azure blueprints

Blueprints on the other hand are more a template sort of functionality. 

It enables organizations to defi ne a way of setting up Azure resources, 

a default way of setting up for instance a SQL Server with a Web App. 

Complying to the set of rules defi ned by your organization, like for instance 

default SSL/TLS, always encrypted databases, integrated Active Directory 

authentication and so on. This helps to prevent that Azure resources are 

being created that do not comply to your policies.

Azure Policy Example



4. Resource groups
Setting up resource groups in Azure sounds like a next-next-fi nish 

exercise, however in practice it can be very diffi cult to come up with 

a clear and understandable setup of your resource groups. A rule of 

thumb that you can use is that a resource group should always be a single 

unit of deployment. In the example below I have tried to come up with 

a clear example.

Let’s say you are building a portal. Its build with React and an ASP.net core 

backend. Ideally you want to be able to deploy the backend API separately 

from your front-end single page application. Its then fundamental to split 

those resources up into 2 separate resource groups. In the naming scheme 

we have used the following pattern: environment-company-production-re-

source-region-suffi x, where the company, Cloud Republic is abbreviated to: 

clr and the product portal to: por and the fi nancial module to: fi n.

With this resource groups are a logical set up Azure resources that are 

deployed as a single unit. Secondly resource groups are linked with 

their names to collectively form a product. This helps for instance 

Ops-engineers to determine to importance of the Azure resources and 

take the necessary steps.



5. Role based Acces 
     Control (RBAC)

One of the key pillars of any governance framework is an authorization / 

authentication framework. In Azure its tightly connected to Azure Active 

Directory and how that integrates with Azure resources. There are 4 types 

of security principals: users, groups, service principals and managed 

identities. Those security principals are then assigned a role, typically: owner, 

contributor or reader to a specifi c scope. A scope may, for example, 

be a resource group or subscription.

Users and groups

Having a clear separation between production and dev/test workloads 

helps to arrange the right RBAC implementation. For dev and test subscrip-

tions, you may want to assign everyone the contributor role to the whole 

subscription. In acceptance workloads, you may want to limit the role 

assignments to teams of DevOps-engineers having reader role assignments 

to their resource groups. in production you may only want fi rst line of 

support engineers to have reader role assignments.

When DevOps-engineers are assigned roles to certain Azure scopes it’s 

very important to create logical groups of users, and then assign the roles 

to those groups instead of to users directly. If roles are assigned directly 

to users, it quickly becomes unmanageable. This may cause users to get 

or keep rights they should not have.



Managed identities

Managed identities are security principals that act on behalf of applications. 

These managed identities and their role assignments should always be 

created through Infrastructure as Code. Redeploying applications should 

never break these identities.

Service principals

Service principals on the other hand are Azure security principals 

that are used to connect other services to the Azure environment. 

Their most common use is to connect Azure DevOps pipelines to an Azure 

subscription. It is very important that these service principals do not become 

God accounts. It’s a common mistake to allow the service principals to act 

on a scope that is to large, for instance on the whole subscription. 

One should always narrow the scope of such a service principal to the 

resource groups a team should have access to. If the scope of a service 

principal is not set correctly, such a service principal may have direct access 

to production resources.  If a developer then has access to the service 

principal through, for example, Azure DevOps pipelines, he also has 

(delegated) production rights.

Administrators therefore have to take care of the Azure DevOps roles 

and rights as well. A general rule of thumb that should be used, is that every 

change has to be seen by 2 sets of eyes. So, a DevOps-engineer should 

never be able to release anything into production without having an extra 

peer review. This especially counts for edits on the release pipelines, 

that is why Yaml release pipelines are such a great feature.



6. Tagging
Tagging resources can help to identify important properties of Azure  

resources. It is often used as a type of documentation for Azure resources. 

Most of the time a tag is correlated to either: accountability, costs or  

reliability, but other categories can be useful as well.  

With accountability tags, we often try to answer questions like:  

• Who created this resource? 

• Who should we contact if anything happens? 

• Which business unit is accountable? 

Additionally, you can add some tags for traceability purposes. It helps to 

answers questions like: Which project does this belong to, who approved 

the use of this resource and who requested it. 

For costs related insights we tag resources to answers questions like:

• Who is paying for the resource?

• Which budget does it relate to?

These tags can be used on a later point to analyze costs and report on it. 

Tagging resources for costs related purposes helps to control the costs  

and stay within the budget. It also helps to reflect on costs over time.  

Which resources were added? Why did we grow out of budget?  

These are common questions for organizations that migrated to  

the cloud, or scaled up.

Lastly, it’s probably a good idea to add reliability tags. With these tags we 

answer questions like: 

• What is the expected uptime?

• Is this resource business critical?

• What needs to happen when a disaster happens? 

Reliability tags can be very helpful for Azure administrators and Ops engi-

neers to determine the importance of the Azure resource they are looking 

at. When issues occur, engineers on duty have to triage and fix an issue. 

Issues are often caused by other services and resources, having reliability 

tags set on Azure resources helps engineers to fix issues while making sure 

they create as minimal impact as possible. 

Overview

Acountability Costs Reliability

Start date of the project Budget required / 
approved

Disaster recovery

End date of the project Cost center Service class

Application name

Requester name

Owner name

Business Unit



Azure Portal Example

Azure ARM Example

Azure CLI Example

Adding Tags to Azure Resources can be done via all 
Infrastructure as Code (IAC) tools, such as: 
Azure Resource Manager (ARM) templates and the Azure CLI.

Azure CLI Example



7. Azure Security Center
One way of monitoring the security of your Azure resources is with Azure 

security center. It continuously checks all your Azure resources and will come 

up with a secure score, recommendations, alerts and possible measures. 

It’s a costly feature, but when security is a top priority for your organization 

then it can be helpful.

Policy & compliance
Azure security center enables organizations to review the compliance 

of their Azure Resources and take measures if needed. Some measures can 

be taken from the Azure Security Center but most of them have to take place 

on the actual Azure Resources themselves. Regardless of what measures 

will take place, its gives administrators and DevOps teams some valuable 

insights in the security and governance compliance of their Azure resources.

One very powerful feature of Azure Security Center is to review on 

Regulatory compliance, Azure Security Center has some prebuild 

compliance policies build in to review on regulatory compliances such 

as ISO 27001. ISO 27001 regulatory requires for instance that all user access 

management has multi-factor authentication enabled and that there is some 

segregation of duties setup. With Azure security center you can easily review 

on the compliance of the Azure resources in your subscription. It helps 

to analyze and report on them, giving organizations the tools to match 

Regulatory compliance.

Resource security hygiene

Azure Security Center has a list of security recommendations setup 

regarding the security hygiene of your Azure resources. Azure Security 

Center automatically scores all the Azure resources in your subscription 

according to the recommendations. All scores combined will result 

in Secure score. It’s a metric which you can use to review on the security 

hygiene of your Azure resources.

Advanced Cloud Defense
and Thread protection
Lastly, Azure Security Center has some great capabilities regarding threat 

detection and alerting. It can help you to quickly get notifi ed on potential 

security breaches or incidents and mitigate the issues as soon as possible.

Advanced cloud defense has some possibilities to enable just in time access 

on VM’s, monitor fi le integrity and harden the network. These are separate 

tools to cover specifi c advanced security needs. It is wise to start with policy 

& compliance fi rst, see what recommendations you can implement with 

resource security hygiene and lastly see if advanced cloud defense can 

be your last security perimeter.





8. Azure Cost Management
With the arrival of the DevOps mindset, the responsibility for running  

the infrastructure has become part of the developer’s portfolio.  

However, the primary objective of the developer is the performance and 

stability of the software. What we see is that developers often have trouble 

balancing the cost of a workload. 

In addition, the level of abstraction used in the cloud can obscure the cost 

overview. For example, using FaaS services like Azure Functions can seem 

cheap at first glance. However, as the load for the software increases and  

it scales up so that the Azure Functions are called millions of times and  

therefore consume more compute and memory, the costs may increase  

significantly. You will not be the first organization to run into this issue.

 

It is therefore important for your organization to get a grip on the costs  

of your Azure subscriptions. Azure has several solutions for this.

Costs management and billing
Within each subscription, you will find a cost management and billing  

service. This service can be used to analyze the cost of your Azure  

subscription, manage budgets and create alerts.

Costs analysis
With cost analysis, you can gain insight into the costs of an Azure  

subscription. One can apply filters such as: resource types, resource group 

names and tags, to analyze where the costs are being generated, You can 

see that properly organizing your resource groups and tags can be a huge 

advantage to gain insight into the costs of your Azure resources.

Budgets and alerts
It is also possible to create budgets within Azure Cost management and 

billing. With budgets you can ensure that the costs of certain Azure  

subscriptions or resources do not exceed the set thresholds. 

If the thresholds you set are exceeded, you can receive notifications of this. 

For example, an e-mail notification, but this can also trigger other processes 

through for instance calling an Azure Logic App or webhook.





Azure Enterprise Portal Reports 
For organizations that have an Enterprise Agreement, there is also 

the option to view the costs for multiple subscriptions or departments. 

The Azure Enterprise Agreement portal has a “Reports” component in which 

the administrator of the Enterprise Agreement can see the costs of the Azure 

Subscriptions, that are part of the Enterprise Agreement.

It is also possible, as explained in the chapter subscriptions, to divide your 

organization into logical parts, such as departments. In the Reports part 

of the Enterprise Agreement portal, it is then also possible to obtain cost 

reports for certain departments. This can be useful when your organization 

charges internal Azure costs to certain departments.

Precommit
With an Enterprise Agreement, it is possible to do a pre-commission. 

This allows organizations to purchase an Azure budget in advance at 

a reduced cost. Depending on the size of your organization and 

the precommit, you can make agreements with Microsoft about 

the percentage discount.



9. Resource locks
A quick win for organizations who start to implement the governance 

framework is to enable locking. With locking, you can prevent developers 

or DevOps-engineers from accidentally removing or modifying Azure 

resources. This can be helpful in securing critical production workloads. 

Within Azure, there are 2 types of locks, namely: 

CanNotDelete and ReadOnly.

CanNotDelete
CanNotDelete means that an authorized user is still able to read and modify 

the resource. However, the user is not able to delete the resource without 

explicitly removing the lock fi rst.

ReadOnly
ReadOnly means that an authorized user is able to read the resource but 

is not able to change or delete the resource. It effectively limits all users 

to the Reader role even admins. 

To conclude
In my opinion, resource locking is not something organizations have 

to implement in an ideal situation. When production workloads are 

separated in production subscriptions, and RBAC is implemented 

correctly, the need for locking resources becomes minimal. However, 

when organizations are in the beginning of applying this or any governance 

framework it can be a helpful instrument to prevent mistakes and therefore 

improving on business continuity.  
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